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Resumen

La integracién de las tecnologias de la informacién en la vida de los seres humanos ha
alcanzado un nivel de importancia significativa. Sin embargo, se debe tener en cuenta que los
nifios son particularmente vulnerables a su influencia, tanto positiva como negativa, ya que estan
expuestos a diversas tecnologias, donde el papel que los padres deben ejercer en su supervision y
control se torna critica. En este trabajo se aplicé encuestas a padres y nifios de edades
comprendidas entre 8 y 10 afios de un colegio particular en la ciudad de Cuenca, con el objetivo
de conocer su realidad frente a la ingenieria social. La informacion recopilada permitio proponer

una guia con directrices para prevenir riesgos cibernéticos en nifios con respecto al uso de Internet.

Palabras clave: Internet, tecnologias de la informacién y comunicacién, ciberseguridad,

ingenieria social, educacion escolar.



ABSTRACT

The mitegration of technology into the lives of human beings has reached a level of subsiantial
imporiance. However, it should be noted that children are particularly vulnerable to the influence
of technology, both positive and negative as they are exposed to vanous technologies, 1t s
imporiant 0 consider the role that parents should have in monitonng and controlling L
Responsible cybersecunity is a musi-have skill m a technological world. The thesis project
described in this text proposes the application of surveys to parents and children between B and
10 years of age in a privaie school in the city of Cuenca, in order to know their reality in front of
social engineering. The information gathered in the associated thesis project 1s io propose a guide
with procedures to prevent risks regarding the use of the Internet in children.

Kevwords: Intemet. information and communication technologies, cybersecurity, social

engineering. education, children.
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