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Arquitectura de Mallas de Ciberseguridad: Una Revision Sistematica de sus
Beneficios, Desafios y Aplicaciones Tecnoldgicas

RESUMEN

La presente revision sistematica de literatura analiza la Arquitectura de Mallas de
Ciberseguridad, un modelo descentralizado orientado a fortalecer la proteccion digital en
entornos distribuidos como 10T, 5G y la nube. Aplicando el protocolo PRISMA 2020 y el
analisis textométrico con IRaMuTeQ, se examinaron 372 estudios, de los cuales 17
cumplieron con criterios de calidad y relevancia. Los resultados se agruparon en cinco
clasteres principales: (1) procesos y edge computing, (2) dimension organizacional, (3)
inteligencia artificial y defensa, (4) cloud computing y confianza, y (5) blockchain con
descentralizacion. Los hallazgos evidencian que la CSMA promueve resiliencia,
escalabilidad y adaptabilidad, integrando tecnologias como inteligencia artificial, blockchain
y edge computing para la deteccion proactiva de amenazas y la trazabilidad descentralizada
de datos. Asimismo, se destacan casos exitosos en Colombia e Indonesia, donde su
aplicacion mejor6 la eficiencia y la gobernanza digital. Sin embargo, la implementacion
enfrenta desafios significativos, como la interoperabilidad entre sistemas heterogéneos, las
limitaciones de recursos en 10T y los dilemas éticos de la inteligencia artificial. La CSMA
representa un paradigma emergente de ciberseguridad colaborativa, capaz de evolucionar
hacia ecosistemas digitales mas confiables, sostenibles y autbnomos.

Palabras clave: Blockchains, Cloud computing, Edge computing, Inteligencia artificial,
Seguridad en Internet
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Cybersecurity Mesh Architecture: A Systematic Review of Its Benefits, Challenges
and Technological Applications

ABSTRACT

This systematic literature review analyzes the Cybersecurity Mesh Architecture (CSMA),
a decentralized model aimed at strengthening digital protection in distributed environments
such as loT, 5G, and the cloud. Using the PRISMA 2020 protocol and textometric analysis
with IRaMuTeQ, 372 studies were examined, of which 17 met quality and relevance criteria.
The results were grouped into five main clusters: (1) processes and edge computing, (2)
organizational dimension, (3) artificial intelligence and defense, (4) cloud computing and
trust, and (5) blockchain with decentralization. The findings show that CSMA promotes
resilience, scalability, and adaptability, integrating technologies such as artificial
intelligence, blockchain, and edge computing for proactive threat detection and
decentralized data traceability. Likewise, successful cases in Colombia and Indonesia are
highlighted, where its application improved efficiency and digital governance. However,
implementation faces significant challenges, such as interoperability among heterogeneous
systems, resource limitations in 10T, and the ethical dilemmas of artificial intelligence.
CSMA represents an emerging paradigm of collaborative cybersecurity, capable of evolving

toward more reliable, sustainable, and autonomous digital ecosystems.

Keywords: Artificial intelligence, Blockchains, Cloud computing, Edge computing, Internet
security
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