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La Inteligencia Artificial en Ataque y Defensa Cibernética: Una Revision Sistematica
de Literatura

RESUMEN

La incorporacién de la inteligencia artificial (I1A) en la ciberseguridad ha transformado
tanto la defensa como el ataque, pero la literatura se encuentra fragmentada y carece de
revisiones integrales que analicen ambas perspectivas. Con el fin de responder a esta
problematica, se realizd una revision sisteméatica de literatura siguiendo el protocolo
PRISMA 2020, complementada con andlisis lexicométrico mediante IRaMuTeQ. A partir
de 646 registros iniciales, se seleccionaron 222 estudios pertinentes, que fueron organizados
y clasificados en clUsteres tematicos. El hallazgo mas relevante revela tres ejes centrales: el
uso de IA en deteccion y prevencion de intrusiones (IDS/NIDS), la explotacién ofensiva de
técnicas como adversarial machine learning y backdoors, y la emergencia de tendencias que
integran modelos generativos y aprendizaje federado en escenarios de defensa y ataque. En
conclusion, este estudio sistematiza un campo en rapida evolucidn, identifica brechas
metodoldgicas y proyecta lineas de investigacion orientadas a fortalecer defensas robustas y
anticipar amenazas cada vez mas sofisticadas.

Palabras clave: ciberataques, ciberseguridad, inteligencia artificial, machine learning,
revision sistematica de la literatura.

Artificial Intelligence in Cyber Attack and Defense: A Systematic Literature Review
ABSTRACT

The incorporation of artificial intelligence (Al) into cybersecurity has transformed both
defense and offense, but the literature remains fragmented and lacks comprehensive reviews
that analyze both perspectives. To address this issue, a systematic literature review was
conducted following the PRISMA 2020 protocol, complemented with lexicometric analysis
using IRaMuTeQ. From an initial 646 records, 222 relevant studies were selected and
classified into thematic clusters. The most relevant finding reveals three central axes: the use
of Al in intrusion detection and prevention (IDS/NIDS), the offensive exploitation of
techniques such as adversarial machine learning and backdoors, and the emergence of trends
that integrate generative models and federated learning in both defense and attack scenarios.
In conclusion, this study systematizes a rapidly evolving field, identifies methodological
gaps, and projects research lines aimed at strengthening robust defenses and anticipating
increasingly sophisticated threats.

Keywords: artificial intelligence, cyberattacks, cybersecurity, machine learning,
systematic literature review.
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